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B.A.LL.B.(Five Years Course) Semester-VI1l (C.B.S))
Examination
CYBER LAW
Course Code : 7.4
Compulsory Paper—4

Time—Three Hourg] [Maximum Marks—80
N.B. :— (1) All Sections are compulsory.
Section A carriesl0 marks.
Section B carries 30 marks.
and Section C carries 40 marks.

(2) Fallow the ingructions given in each
Section.

SECTION—A
(Multiple Choice Questions)

Note :— This Section consists of ONE question, having
sub-questions each carrying 1 mark :

1 Attemptany TEN of the folowing :—

() UNCITRAL modd law on e-commerce was adopted

inthe year
(@ 1997
(b) 1996
() 1998
(d) 1999
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3.

Attempt any THREE of the following :

(& What do you understand by social networking ?

(b) Which are the documents excluded from the
application of the IT Act ? Give reasons.

(c) What is difference between Digitd sgnature and
Electronic signature ?

(d) What do you understand by cyber stalking ?
5x3=15

SECTION—C
(Long Answer Questions)

Note :— Attempt any FIVE questions out of the following.

Each question carries 8 marks.

4. Explainthe processof formation and verification of digital
signature under the IT Act.

5. Write a detailed note on Cyber Terrorism.

6. Write a comment on Section 66-A of the IT Act with
specid reference to judgement of the Supreme Court in
Shreya Singal-vs-Union of India

7. Explain the liability of Internet Service Providers for
infringement of copyright.

8. Write notes on :

(@ Software piracy
(b) ewdlets.
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(vi) Vdidity of éectronic contract is discussed under
Section of the IT Act.

@ 10-A
(b) 10-B
(¢ 10-C
(d 10
(vii) Punishment for Identity theft is provided under Section
o of TheIT Act.
(@ 66-A
(b) 66-B
(c) 66-C
(d) 66-D
(viii) According to Section 78 of the IT Act, a
shdl investigate any offence under the Act :

(@ Police Commissioner
(b) Police Congtable
(c) Police Officer not below the rank of Inspector
(d) Deputy Superintendent of Police
(ixX) Copying of a web page or website and storing that
copy for the purpose of speeding up subsequent
access is called
(& Browsng
(b) File swapping
(c) Caching
(d) Downloading
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(%)

(xi)

(xii)

Sending of unsolicited bulk and commercia messages
over the internet is

(@ Saking

(b) Phishing

(©) Spamming

(d) Spoofing

The maximum punishment provided under IT Act is

(@ 10 years

(b) Capita Punishment

() 7 years

(d) Life Imprisonment

The term EFT dtands for .
(& Emergency fund transfer

(b) Electric fund transfer

(¢) Electronic fund transfer

(d) Electronic fund transmission

(xiit) Punishment for Child Pornography is provided under

Section  of the IT Act.
(@ 66

(b) 67-A

(c) 67-B

(d) 67-C
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(xiv) Section 65 of the IT Act deals with

(@ Identity theft
(b) Tampering with computer source code document
(¢ Credit card fraud

(d) Denid of service attack

(xv) The term computer is defined under Section

ofthe IT Act.

@ 2(2) (3@

(b) 2() (t)

© 21) ()

d 2(1) (h).
SECTION—B

1x10=10

(Short Answer Questions)

Note :— Both the questions are compulsory. Each question

carries 15 marks.

2. Write short notes on any THREE of the following :

@
(b)
(©
(d)

Objectives of Cryptography
Credit card fraud
Cyber squatting

Electronic sgnature certificate 5%3=15
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(i)

(i)

(iv)

v)

Digitd ggnatures are essentialy based on .
(& Open cryptographic system

(b) Symmetric cryptographic system

(c) Asymmetric cryptographic system

(d) Pardld cryptographic system

Cyber squatting is associated with
(8 Doman Name dispute

(b) IP addressing dispute

(© emal dispute

(d) Password dispute

ICANN stands for .

(& Internet Corporation for Assigned Names and
Numbers

(b) Internationa Commission for Assigned Names
and Numbers

() Internationa Corporation for Assisted Names
and Numbers

(d) Internet Computer Assigned Names:and
Numbers

The term ISP stands for

(& International Services Provider
(b) Internet Service Provider

(©) Internet Service Program

(d) Internet Socia Policy
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9. Describe the powers and functions of the Controller of
Certifying Authority under the IT Act.

10. Examine the provisons under the IT Act for protection of
sendtive persond information.

11. Write a detailed nete on Cyber Appdllate Tribunal.
5x8=40
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